Motivation: In next-generation sequencing, re-identification of individuals and other privacybreaching strategies can be applied even for anonymized data. This also holds true for applications in which human DNA is acquired as a by-product, e.g. for viral or metagenomic samples from a human host. Conventional data protection strategies including cryptography and post-hoc filtering are only appropriate for the final and processed sequencing data. This can result in an insufficient level of data protection and a considerable time delay in the further analysis workflow. Results: We present PriLive, a novel tool for the automated removal of sensitive data while the sequencing machine is running. Thereby, human sequence information can be detected and removed before being completely produced. This facilitates the compliance with strict data protection regulations. The unique characteristic to cause almost no time delay for further analyses is also a clear benefit for applications other than data protection.
Introduction
Over the last decade, the amount of publicly available genomic data has increased by several magnitudes. The development of new technologies that enable faster, cheaper and ultra-portable DNA sequencing further accelerates the growth of data generation; a total number of 100 million to 2 billion sequenced human genomes is estimated by 2025 (Stephens et al., 2015) , the latter corresponding to approximately 25% of the current global population. With this forthcoming mass of produced sequencing data, the question of data protection becomes more and more important. Until today, no general concept to securely store, share and analyze these data with respect to data protection has been realized on a global scale. Consequently, researchers receive insufficient support when dealing with sensitive data despite a potential lack of instruction and knowledge. This does not only endanger the privacy of patients and their relatives but may also result in legal actions against researchers if existing data protection standards are not adequately respected.
Several types of data have been shown to enable violations of privacy even if the related metadata are anonymized. These include genome-wide association studies (Homer et al., 2008; Jacobs et al., 2009; Sankararaman et al., 2009) , clinical proteomics data (Li et al., 2016) Original Paper (Harmanci and Gerstein, 2016) and personal genomes (Gymrek et al., 2013) . Thereby, a plethora of different privacy breaching strategies has been applied including statistical procedures, phenotypic prediction and data linkage. A detailed review of known privacy breaching strategies is provided by Erlich and Narayanan, 2014 . Most of these workflows 'require a background in genetics and statistics and, importantly, a motivated adversary' (Erlich and Narayanan, 2014) . Additionally, the results can be difficult to interpret and often involve a degree of uncertainty. However, with the increasing mass and quality of available data as well as technological advances, the reliability of privacy breaching techniques will be further improved and new methods will occur in the future. It is therefore highly desirable to remove sensitive information from the data, especially if it is not relevant for the analyses. Most existing technical solutions for the protection of genomic data focus on human samples. Common approaches include cryptography (Ayday et al., 2013; Chen et al., 2017; Shimizu et al., 2016) , specialized data structures [e.g. based on Bloom filters (Durham et al., 2014; Schnell et al., 2009) ], differential privacy (Dwork, 2006; Machanavajjhala et al., 2008) , selective data retrieval (Huang et al., 2016) or combinations of them. Besides human data, several types of non-human data exist that may contain sensitive information. Examples for these are human metagenomic datasets or viral sequencing data from a human host that can hardly be purified on a biological level (Barzon et al., 2011; Datta, 2015) . The protection of such data is essential and seems to be comparatively simple because the contained human information is usually of no interest for the analyses. Tools to detect and remove human reads from next-generation sequencing (NGS) samples have already been developed for genomic (Schmieder and Edwards, 2011) and metagenomic (Haque et al., 2015; Schmieder and Edwards, 2011 ; ftp://ftp. ncbi.nlm.nih.gov/pub/agarwala/bmtagger) datasets. Nevertheless, the targeted removal of human data is often neglected for several reasons such as an increased analysis time or concerns about data loss. Another drawback of conventional data protection strategies is that they can only provide a limited level of genomic privacy by design: First, the original unsecured data is completely accessible in the timespan between data creation and the application of a privacypreserving procedure. Second, consequently, the original data can be (and often is) stored further on besides the filtered data. Both aspects are potentially in conflict with legal rights of many countries, for instance the European Union and its 'Data Protection by Design and by Default' principle (Art. 25 EU General Data Protection Regulation). Moreover, this behavior may cause a lack of data protection if the internal access to the original data is not properly controlled or if the data are not sufficiently protected from attacks from the outside. Thus, there is an actual need for a new concept to remove sensitive information from NGS samples that (i) operates before the data is completely accessible, (ii) removes sensitive data irreversibly, (iii) requires no additional analysis time and (iv) is independent of human interaction to enable institutional control for data protection. With PriLive we present a new approach that meets these requirements and therefore provides the highest level of genomic privacy for human-related NGS data.
Materials and methods
In Illumina sequencing, hundreds of millions of short DNA fragments (reads) are analyzed in parallel. Thereby, the nucleotide sequences of all reads are identified and written by the sequencing machine base by base. Conventional sequence analysis tools for Illumina data, e.g. read mapping (Hatem et al., 2013; Reinert et al., 2015) and (de novo) assembly software (Sohn and Nam, 2018) , cannot operate before the sequencing machine has finished and the raw data are converted to a human readable file format (usually FASTQ). To the best of our knowledge, all existing mapping-based, privacy-preserving read filtering strategies are based on conventional approaches that require the full sequence information as input. We present a novel tool, PriLive, to detect and remove human reads from Illumina HiSeq sequencing data (or similar) while the sequencing machine is running. We use a k-mer based real-time read mapping strategy that directly operates on the base call files that are produced by the sequencing machine. A prior conversion of the sequencing data to a human readable file format is not necessary. All available sequence information at a specific moment of the sequencing procedure is used to compute intermediate alignment candidates. These alignments are extended with each new base call that is produced by the sequencing machine (Lindner et al., 2017) . Additionally to the mapping to a reference genome of interest (foreground alignment), we implemented a second alignment strategy to detect reads that should be removed from the data (background alignment). In the field of data protection, this usually is a mapping to a human reference genome or parts of it. As long as there is a promising foreground alignment candidate or the read maps to none of both reference genomes, the sequence information is retained. Only reads that do not map to the foreground reference genome but have a meaningful background alignment (e.g. human) are immediately removed from the sequencing data. The sequence information of all succeeding sequencing cycles of a detected read can be removed right after it was produced by the sequencing machine. By this approach, privacy-preserving real-time filtering with PriLive finishes only a few minutes later than the sequencing machine and therefore provides a significantly higher level of data protection than conventional tools.
Algorithm
PriLive is based on the basic functionality of the real-time read mapping software HiLive (Lindner et al., 2017) which was designed for Illumina short read sequencing protocols (HiSeq or similar). In each sequencing cycle, the next nucleotide of each read is identified. The resulting sequence information is written to a connected hard drive in a binary base call file format (bcl). HiLive obtains these base call files as an input to perform read mapping to a set of reference genomes when the sequencing machine is still running rather than waiting for all data to be produced and converted to a human readable file format (FASTQ for most other read mappers). HiLive uses a k-mer approach for both alignment steps, i.e. to find candidate positions (seeding) and to extend the resulting seeds. Several heuristic approaches are used to identify the minimal number of errors in a candidate alignment. If a user-specified error threshold is reached, the respective seed is discarded.
For read filtering with PriLive, we implemented a local alignment strategy for a set of background reference genomes. This background alignment of a read runs in parallel to the foreground alignment when the minimal number of errors, i.e. the edit distance, for the foreground alignment e is equal or larger than a specified threshold k 1 (e ! k 1 ). If the minimal number of errors e exceeds a second threshold k 2 ! k 1 in the further sequencing procedure (e ! k 2 ) and there exist a significant background alignment, the respective sequence information will be removed from the sequencing data (Fig. 1) . By default, k 1 and k 2 depend on the user-specified parameter -e (or --min-errors) that describes the number of errors that are tolerated in the foreground alignment. This leads to the intuitive behavior that k 1 and k 2 are higher if more errors in the foreground alignment are tolerated. The minimal alignment score for the background alignment to remove a read depends on the read length r, k-mer size k and k 1 . The background alignment score itself describes the number of matching nucleotides in the local alignment. This includes an anchor of consecutive matches of length a ! k followed by an alignment strategy that allows for single nucleotide mismatches (substitutions, insertions and deletions of length 1). Several consecutive errors are not permitted. However, this limitation does not lead to a considerably lower sensitivity since reads with longer, consecutive mismatch regions can be identified at a different position of the read. The default parameters are designed for read filtering of genomic samples including a foreground reference genome. Recommended parameter adjustments when using PriLive without a foreground reference, e.g. for metagenomic samples, are described in Section 2.2.
Parameter selection
Parameters of PriLive should be selected according to the given application. The default parameters of PriLive are designed for genomic samples of a known organism, i.e. when a foreground reference is given. Thus, if PriLive is used with a foreground reference genome, only minor changes of the parameter settings are necessary for most applications. The most common adjustments are setting the -e parameter for the number of tolerated errors in the foreground alignment according to the read length and the expected mutation rate of the organism and the increase or decrease of --bg-score for a lower or higher filtering sensitivity, respectively. If PriLive is used without a foreground reference, e.g. for metagenomic samples, we recommend to set the number of tolerated errors for the foreground alignment (-e) to 0. This implies k 1 ¼ k 2 ¼ 0 which means that the background alignment is started from the beginning of the read. Additionally, for samples without a foreground reference, we recommend to manually increase the value of --bg-score. This is necessary to achieve a sufficient filtering specificity (if a foreground reference is available, specificity is mainly achieved by keeping reads aligned to the foreground reference). At the same time, the value of --bg-score should always be lower than half the read length to allow for filtering reads with two or more consecutive errors in the middle of the read. An overview of the default values of important parameters is provided in the Supplementary Material (Supplementary Table S1 ).
Technical details
Reads detected by PriLive are covered by calls of the ambiguous base N in the original base call files that are written during the sequencing procedure. This is done by replacing the respective bytes that encode the nucleotide and the quality of the base call by 0-bytes. It should be noted that quality values given in consequent data processing steps can be negatively affected by this. To ensure that PriLive works properly, the base call data must be organized as specified for Illumina HiSeq (bcl2fastq v1.8.4 User Guide, 2013). This must be especially considered when using base calling software other than provided by Illumina or special hardware set-ups. When using PriLive for decontamination or host removal other than human, the modification of the base call files can be deactivated. PriLive then only returns a list of filtered reads that can be considered in a later step of the analysis workflow. It is also possible to create copies of the original data in an encrypted (hybrid AES256/ RSA encryption) or unencrypted manner.
Reference genomes and index building
Index files were built for the tools PriLive, DeconSeq (Schmieder and Edwards, 2011) and BMTagger (ftp://ftp.ncbi.nlm.nih.gov/pub/ agarwala/bmtagger). For lobSTR (Gymrek et al., 2012) , the index files were retrieved from the lobSTR project website. Direct links to all data used in this study can be found in the Supplementary Material. The human index files were generated for the human reference genome hg38. For the CPXV index we used the NCBI sequence for cowpox virus Brighton Red (NC_003663.2). For the index that contains the flanking regions of human Y-STR markers some preprocessing was necessary. We retrieved the positions of the markers on the human chromosome Y from a bed file that is provided for Y-STR genotyping with lobSTR. Afterwards, we searched for these positions in the corresponding reference from the hg19 resource bundle for lobSTR. For each marker, we added the upstream and downstream flanking regions of 100 bp length to our final reference genome. The STRs themselves were not included in the reference.
Index building for PriLive was performed with default parameters for all reference genomes. For the human reference genome hg38, all k-mers that occur more than 1000 times were trimmed (-t 1000). Trimming was not used for all other reference genomes. Index building for BMTagger and DeconSeq was performed as The similarity of a read to the foreground (FG) and background (BG) reference genome has a strong impact on how the read is handled by PriLive. e is the minimal number of errors for a considered read when compared to FG at a given time of the alignment procedure. k 1 and k 2 are the error thresholds for the foreground alignment to start the background alignment in parallel and to allow the removal of sequence information, respectively. (A) High similarity to FG. The first threshold k 1 is not reached such that the background alignment does not start. The sequence information of the read is retained. (B) Some similarity to FG. The first threshold k 1 is reached such that the background alignment is started in parallel. The second threshold k 2 is not reached, so the sequence information is retained regardless of the background alignment score. (C) No significant similarity to both FG and BG. Both thresholds k 1 and k 2 are reached such that the background alignment is started in parallel. Since there is no significant alignment to BG the sequence information is retained. (D) No significant similarity to FG. Both thresholds k 1 and k 2 are reached. Because of the significant alignment to BG the sequence information will be removed in real-time and the alignment procedure is not continued for the respective read recommended for the purpose of human host removal. Please find all details in the Supplementary Material.
Datasets
Simulated dataset CPXV_1. 10 M reads of cowpox virus Brighton Red (CPXV) and the human reference genome hg38 were simulated with an edit distance of 0 to 9 (1 M each). The reads are single ended and of length 150 bp. Simulation was done with the mason read simulator (Holtgrewe, 2010 ) using different error rates. The reads for the final data subsets were selected by the NM: i tag of mason's BAM output files. This procedure was performed in the same manner for CPXV and human reads. Please find all details in the Supplementary Material.
Simulated dataset CAMI_1. One sample of the Toy Test Dataset High_Complexity (HC_Sample1) of the Critical Assessment of Metagenome Interpretation (CAMI; Sczyrba et al., 2017) was used as metagenomic dataset. The dataset includes approx. 75 M metagenomic reads of length 2 x 100 bp (paired end). As background data, 10 M reads of the human reference genome hg38 were simulated with the mason read simulator. These reads of 2 x 100 bp (paired end) have an average error rate of 2%. Please find all details in the Supplementary Material.
Real dataset Venter_1. The original J. Craig Venter sequencing data (ftp://ftp.ncbi.nih.gov/pub/TraceDB/Personal_Genomics/Venter/) have been produced by Sanger sequencing. We removed the first 50 bp of each read for quality reasons (as suggested in Gymrek et al., 2013) . The remaining sequence information was split in nonoverlapping 150 bp long fragments and saved in FASTQ format. The paired-end information and quality of the Sanger reads were not considered. The resulting Illumina-like reads were used as an input for all analyses of the J. Craig Venter sequencing data. Although certain common effects in Illumina sequencing are not considered in this procedure, we expected these data to show a more realistic behavior than simulated data because of their real biological background. Please find all details in the Supplementary Material.
Real dataset HiSeq_1. (Bourquain and Nitsche, 2013 ). The sequencing library was prepared with NexteraXT library generation (details can be found in the Supplementary Material). The sequencing procedure was performed on an Illumina HiSeq 1500 instrument (Illumina, San Diego, CA, USA) with 2 x 101 bp paired-end reads in rapid mode. The sample of interest was identified using the real-time demultiplexing functionality of PriLive. For the reproduction of the sequencing run, the original base call files were copied to the input directory for PriLive using the time stamps of the original sequencing procedure. In doing so, the base call files were written to the input directory of PriLive in the same intervals as they have been written by the sequencing machine. This guaranteed a similar behavior of PriLive as in a real-time application. The computation was run on a 128-core machine (Intel V R Xeon V R CPU E5-4667 v4 @ 2.20 GHz, 45 M Cache) with 500GB RAM. The original sequencing data are available at the NCBI Short Read Archive (SRA) under accession number SRR5886855 (https://www. ncbi.nlm.nih.gov/sra/?term=SRR5886855).
Parameter settings
BMTagger and DeconSeq were used with default parameters. PriLive was compiled with a k-mer size of 15 [default value, adapted from HiLive (Lindner et al., 2017) ]. The remaining parameters were chosen according to the parameter selection guidelines described in Section 2.2. DeconSeq and BMTagger use algorithmic parameters relative to the read length. To allow for a better comparison of the tools, the number of tolerated errors for the foreground alignment (-e or --min-errors) was set according to approximately 3% of the given read length which corresponds to the default value of PriLive for reads of length 75 bp. For samples without a foreground reference (CAMI_1 and Venter_1), -e was set to 0 as described in Section 2.2. For the dataset CAMI_1, the minimal background alignment score (--bg-score) was set to 45 bp which corresponds to almost half of the read length (100 bp) to ensure a high specificity without missing background-related reads that have at least two consecutive errors. However, although running without a foreground reference, this parameter was not set manually for the dataset Venter_1 because of the special nature of the used background reference that contains only the flanking regions of the Y-STR markers. Through the gap between these two regions for each marker, the increase of the --bg-score parameter that only allows for non-consecutive mismatches would lead to a lower sensitivity which was not desirable for the given application case. For this special approach, parameter adjustments would also be necessary when using DeconSeq or BMTagger which was not done in this study. All other algorithmic parameters of PriLive were not adapted for any of the datasets described in this study.
The lobSTR workflow for Y-STR genotyping was applied as recommended by the developers. Please find all details of the parameter settings in the Supplementary Material.
Statistical measures
Sensitivity, specificity and F1 score were used for the validation of 
Results
We compared the accuracy of PriLive in terms of sensitivity, specificity and F1 score to two conventional privacy-preserving read filtering tools, DeconSeq and BMTagger. DeconSeq was developed for genomic and metagenomic datasets. It is based on the read mapper BWA-SW (Li and Durbin, 2010) and supports foreground and background reference genomes. BMTagger was specifically designed for metagenomic datasets and therefore does not support foreground reference genomes. The algorithm of BMTagger makes filtering decisions using an alignment-free k-mer approach. Only if no clear decision was made by the alignment-free approach, a complete alignment is performed using the read mapping software SRPRISM (ftp://ftp.ncbi.nlm.nih.gov/pub/agarwala/srprism/).
We used two simulated and two real datasets to evaluate the performance of PriLive on genomic and metagenomic datasets ( Table 1) .
The simulated viral dataset CPXV_1 contains reads of the human reference genome hg38 and cowpox virus Brighton Red (CPXV; Accession number NC_003663). It includes 10 M reads of length 150 bp and 0-9 errors (i.e. substitutions, insertions or deletions of length 1 bp) when compared to the respective reference genome for both organisms. The simulated metagenomic dataset CAMI_1 consists of approximately 75 M reads of length 2 x 100 bp (paired-end) that were obtained from the Critical Assessment of Metagenome Interpretation (CAMI) study (Sczyrba et al., 2017) . These data were mixed with 10 M simulated reads from the human reference genome hg38 with an average error rate of 2%. As a real dataset, the sequencing data of J. Craig Venter were used to examine the ability of PriLive to prevent re-identification (Venter_1). Therefore, we reproduced a re-identification workflow (Gymrek et al., 2013) on the J. Craig Venter sequencing data before and after read filtering with PriLive. Finally we used PriLive to filter the data of an in-house Illumina HiSeq sequencing run. This dataset (HiSeq_1) contains reads of a CPXV-infected human cell line. With this reproduced real-time application we evaluated the ability of PriLive to finish read filtering only a few minutes later than the sequencing machine.
Simulated dataset CPXV_1. Figure 2 shows the results of PriLive, DeconSeq and BMTagger on the simulated date set CPXV_1. PriLive shows higher sensitivity than both other tools. This is especially the case for reads with high error rates. Even with an edit distance as high as 9 (6% error rate), PriLive correctly identified 99.46% of human reads whereas DeconSeq and BMTagger only achieved a sensitivity of 95.62% and 96.44%, respectively ( Fig. 2A) . At the same time, the specificity of PriLive was higher than 99.99% up to the user-defined maximum number of tolerated errors in the foreground alignment (4 errors for the presented data). For reads with a higher error rate specificity was slightly worse but still in the same range as the specificity of DeconSeq (Fig. 2B) . BMTagger, despite not considering cowpox virus as foreground reference in contrast to both other tools, showed the best specificity, especially for foreground-related reads with a high error rate. However, the overall accuracy of PriLive was at least as good as the accuracy of both other tools with a stronger focus on sensitivity to provide the highest possible level of data protection. If a higher specificity is required, this can be achieved by changing one single intuitive parameter (-e or --min-errors) which describes the number of tolerated errors for the foreground alignment. Besides the final accuracy, PriLive also achieved strong real-time results. After only half of the sequencing cycles, PriLive already had nearly full sensitivity for reads that contain at most one error when compared to the human reference genome. After 2/3 of the cycles, this also held true for reads with up to four errors. Additionally, more than 95% of all reads with up to six errors have been detected at this point in time (Fig. 2C) . These results show that the sequence information of most background-related reads can be removed even before it is entirely produced.
Simulated dataset CAMI_1. PriLive, BMTagger and DeconSeq were tested on the simulated metagenomic dataset CAMI_1 that contains a mixture of simulated human reads and metagenomic reads of the CAMI study. The human reference genome hg38 was used as background reference. No foreground reference was used. As described for metagenomic datasets (Section 2.2), the parameters -e and --bg-score were set to 0 and 45, respectively. In general, the results on the metagenomic dataset show similar tendencies as for genomic data (CPXV_1). While PriLive achieved the highest sensitivity, BMTagger has the highest specificity. DeconSeq showed intermediate sensitivity and lowest specificity of all tools. The overall results of PriLive-in terms of the F1 score-were better than that of both other tools for the given dataset (Table 2 ). This clearly shows the capability of PriLive to perform at least as good as conventional tools on metagenomic data while--as the only tool--performing in parallel to the sequencing machine. PriLive is set to consider all foreground alignments up to an edit distance of 4 (-e 4). It therefore achieves nearly full specificity for all cowpox virus reads with up to four errors (indicated by the dotted line). For a higher number of errors, the specificity of PriLive is still comparable to that of DeconSeq. (C) Relative number of human reads with an edit distance of 0-9 detected by PriLive in different cycles of the sequencing procedure. For human reads with a small number of errors, PriLive achieves nearly full sensitivity after only half of the sequencing cycles. Reads with a higher number of errors are detected later in the sequencing procedure. More than 99.5% of all reads with up to eight errors are detected at the end of the sequencing procedure; full sensitivity is achieved for all reads up to three errors Real dataset Venter_1. To ensure that the removal of human reads reliably includes the extinction of identification markers, we used PriLive to remove Y-STR marker regions from the J. Craig Venter sequencing data. This dataset has previously been shown to be retraceable to J. Craig Venter (Gymrek et al., 2013) . We converted the Sanger sequencing data (ftp://ftp.ncbi.nih.gov/pub/ TraceDB/Personal_Genomics/Venter/) to approximately 135 M Illumina-like reads of length 150 bp. On these data, we reproduced the identification workflow. The tool lobSTR (Gymrek et al., 2012) was thereby used to determine the Y-Chromosome STR (short tandem repeats on the human chromosome Y) genotype. With this genotype, a database query was performed on YSearch (www. ysearch.org) that provides related surnames and geographical information to the input data. When combined with metadata of the sequencing sample, this can enable the re-identification of the sample originator. We first performed the described workflow with the converted, unfiltered J. Craig Venter sequencing data. We found two matches on YSearch that belong to Venter with the Y-STR genotype that was obtained from the sequencing data: 30 of the 44 detected Y-STR markers matched the database entry of Venter which is based on the publications of Gymrek et al., 2013 (YSearch User ID: 5BXHS) . When compared with the original Venter database entry (YSearch User ID: VPBT4) we observed 29 matching and 2 non-matching markers. As expected, re-identification of J. Craig Venter was no longer possible after using PriLive to filter the entirety of human reads. All Y-STR markers were removed from the data after only 90 sequencing cycles (Supplementary Fig. S1 ). Besides removing all human-related reads we also performed a targeted removal of the Y-STR markers. Therefore, we created an index for PriLive that contains the flanking regions of known Y-STR marker sequences. When we used this index to filter the J. Craig Venter sequencing data, only 0.75% of all reads were filtered. Thereby, after 70 cycles, half of the markers were already removed from the data. After 110 cycles, there were only six markers left which was no longer sufficient to perform a database query on YSearch. After 130 cycles, it was no longer possible to identify a single Y-STR marker (Fig. 3) . Both filtering procedures, either using the full human reference genome or only the Y-STR marker regions, demonstrate that our privacy-preserving read filtering approach can find and remove relevant identification markers from sequencing data even in early stages of the sequencing procedure. Thereby, the capability for the targeted removal of a defined set of identification markers also enables the use of PriLive for human datasets.
Real dataset HiSeq_1. We reproduced an in-house sequencing run to verify scalability of PriLive to a real sequencing experiment. The base call files in the input directory of PriLive were created in accordance with the respective time stamps of the original base call files from the sequencing procedure. PriLive was started with 64 threads and used a maximum of 120GB RAM (allocated) and 190GB disk space. The maximal delay of PriLive compared to the creation of the base call files was approximately 5 h for the cycles 35 to 40 of the first read. Afterwards the majority of human reads was identified and the algorithm was faster than the sequencing machine. At the end of the first read and for the rest of the sequencing procedure, PriLive operated in parallel to the sequencing machine and therefore only had a delay of a few minutes (Fig. 4) . Thus, data protection was ensured in real-time and the analyses were finished immediately after the sequencing procedure. Additionally, at the same point in time, we obtained the complete alignment output to the foreground reference genome (cowpox virus Brighton Red) in SAM format.
From the final results, we determined the number of mapped and filtered reads. The analyzed lane of the sequencing procedure contained approximately 252 M reads in total. With consideration of the internal demultiplexing results, PriLive analyzed more than 155 M of these. Nearly 126 M reads were finally detected as human, for roughly 22 M sequences there was a foreground alignment output for at least one of both reads. The remaining unmapped reads included artifacts, low-quality reads and cowpox virus reads that did not fulfill the selected mapping criteria. All these numbers are in a range as expected for the given experimental setup. At the same time, there was a second, unrelated sample on the same lane of the sequencing procedure. This sample could be identified via a different barcode. It remained unaffected by the read filtering of PriLive as the Illumina demultiplexing output was identical for filtered and unfiltered data. This shows that the usage of PriLive poses no risk of data loss for other samples of the same sequencing run.
Discussion
PriLive is a novel, powerful tool for data protection in humanrelated NGS procedures. Conventional tools wait for the sequencing machine to finish and the data to be processed to a human readable file format (e.g. FASTQ). PriLive is, to the best of our knowledge, the first privacy-preserving read filtering software for NGS that operates while the sequencing machine is running. This innovative approach facilitates the compliance with strict data protection guidelines for NGS procedures. Although the actual computation time of PriLive is higher than the runtime of conventional tools, final results can be provided even before other filtering software is started. This reduces the delay of analysis time that exists in conventional read filtering approaches to almost zero.
PriLive supports paired-end reads and live-demultiplexing to identify the data of interest in a mixed sample. The support of foreground reference genomes makes PriLive suitable for genomic and Note: The best value of each row is shown in bold. metagenomic applications. For both types of data, PriLive achieves comparable or better results as the conventional tools BMTagger and DeconSeq. By the local alignment approach, PriLive has a higher sensitivity than both tools, especially for high error rates. Specificity is almost 100% up to a user-defined error rate for the foreground reference genome. Besides this, PriLive also provides high specificity for foreground-related reads above this threshold (>99.8%) and for metagenomic applications (>99.98%). Thus, there is only a minimal risk of losing relevant information. Compared to conventional methods, the level of data protection is strongly increased when using PriLive since the sequence information of human reads is not completely available at a single point in time, neither in a human readable file format nor as raw data. In our study, more than 99% of all human reads were filtered within the first 2/3 of the sequencing cycles. This is a highly relevant benefit since several scenarios for potential violations of data protection guidelines are addressed: attacks from outside and inside, lacks of data protection due to an uncontrolled spread of sensitive data (e.g. through service providers or co-operating institutions) and accidental findings during the analyses. We showed that PriLive reliably identifies reads that enable re-identification of individuals. When performing a targeted removal of the Y-STR markers from the J. Craig Venter sequencing data, PriLive removes relevant information for Y-STR genotyping while only filtering 0.75% of the reads in total. Besides protecting the privacy of patients, PriLive also simplifies the handling of data for researchers. In conventional workflows they usually have full access to unfiltered data. Each single researcher is therefore responsible for data protection. With PriLive it is possible to remove sensitive information even before the data is handed over for analysis. Thus, storing, analyzing, sharing and publishing data can be performed with looser data protection restrictions. When established, our strategy facilitates institutional control for a maximum of data protection.
While we showed that PriLive can help to significantly improve data protection, there always remains a trade-off between detecting as many human reads as possible and not losing relevant data. Since even small residues of human data in a sample may allow for re-identification (Homer et al., 2008; Raisaro et al., 2017) , the respective thresholds should be selected with care. Additionally, when PriLive is used to filter specific marker regions as demonstrated for the Y-STR markers of J. Craig Venter, the level of data protection is strongly dependent on the completeness of the selected markers. Therefore, in many cases re-identification may still be possible at present or in future. Depending on the experimental design and the given type of data, it should be considered to couple PriLive with its strength in real-time protection with further strategies such as cryptography.
The combination of high accuracy, a strong level of data protection and a minimal delay in analysis time makes PriLive perfectly suitable for a plethora of applications. This includes, but is not limited to, clinical and research studies, outbreak analyses and precision medicine. Additionally, PriLive can also be applied to use cases apart from data protection, for example the removal of data from expected contaminants, hosts (also other than human) or genomic regions that are not of interest. In combination with additionally provided functionality, e.g. real-time read mapping and demultiplexing, PriLive can speed up a variety of analysis workflows without a notable loss of data quality. This includes that conventional analyses can be performed immediately after the sequencing procedure without an additional filtering step but also that real-time analyses during the sequencing procedure can be further accelerated. Fig. 4 . Turn-around time of PriLive in a reproduced real-time sequencing scenario. The black line indicates the point in time when the base call files for a cycle are written. The 64 red lines (most of them are bundled) represent the tiles that are analyzed independently from each other by PriLive. Some tiles are analyzed faster than the average because of a bad sequencing quality of the respective data. The first base call files are written by the sequencing machine after cycle 25 which leads to a delay of approximately 3 h from the start of the sequencing procedure for the first cycle. In average, PriLive is slower than the sequencing machine for the cycles 19-40 of the first read (R1). This delay is caught up when R1 is completely sequenced. In the middle of the procedure the sequencing machine needs additional initialization time for the barcodes (B1, B2) and the second read (R2). Since most of human reads is already detected after the first read (R1), PriLive is in real-time with the sequencing machine for the complete second read (R2). Also in single-end sequencing, PriLive would have finished immediately after the sequencing machine
